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Cyber strategies are a critical force in establish-
ing mandates for our evolving cybersecurity ecosys-
tem. The World Economic Forum's 2018 Global Risks
Report ranks both large-scale cyberattacks and major
data breaches or fraud among the top five most likely
risks in the next decade. Though initial cyber strat-
egies were more aspirational, in recent years these
strategies are providing more secure frameworks for
national cyber agendas and legal and ethical respon-
sibilities.

Overthe past 10 years, national governments have
been developing strategies to address emerging secu-
rity threats associated with the rapidly expanding use
of the Internet global network, artificial intelligence
and related technologies. These threats have devel-
oped into significant national-level problems that in-
clude balancing the needs of national security, corpo-
rate competitiveness, and privacy protection. Control
over national security, criminal conduct, critical infra-
structures, global financial services, competitive strat-
egy, medical records, international trade, intellectual
property, privacy and a host of other important rights
and responsibilities is governed by a paradigm that is
conducted in the virtual world. Cyber activity has in-
troduced a whole new meaning to “globalism.” Fig-
ure 1 illustrates the challenges that governments face
in adopting these strategies based on balancing the
needs of the national cyber infrastructure system.

I What is a Cyber Strategy?

A national cyber strategy outlines a vision and ar-
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ticulates priorities, principles, and approaches to un-
derstanding and managing cyber risks at the national
level. Failure to prioritize cybersecurity by both gov-
ernment and industry leave nations less secure. Cy-
bersecurity strategies vary by country and represent
different interests from a focus on protecting critical
infrastructure to improving national intelligence and
defense. Cyber threats include cyber warfare, eco-
nomic and corporate espionage, terrorism and cyber-
crime.

Strategies require hard choices. The goals of cy-
ber security strategies vary widely as do the methods
for implementation. They include: the governance
of big data and societal Interest, attack and response
theory, standards for government agencies, resilience
(strengthening protection), international partner-
ships, research and development, and institutional re-
form. Cyber security is just one pillar of most national
cyber strategies.

Until relatively recently, the term ‘national secu-
rity’ was largely used only within the United States.
The widespread introduction of dedicated ‘national
security strategies’ (NSS) in a number of OECD coun-
tries is a relatively recent phenomenon that appears to
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Figure 1: The Cyber Triumvirate
Source: Greiman, V.A. (2016) National Intelligence, Corporate Competitiveness and Privacy
Rights: Co-existing in Cyberspace, The Global Studies Journal, Vol. 9 (3), 43-56, September.

have been closely tied to a shift in strategic thought
away from focusing on a few specific ‘threats’ to the
idea of mitigation against myriad ‘risks. The grow-
ing number and intensity of cyber-attacks requires a
closer look at national cyber strategies.

States in all regions of the world now have cyber
strategies, reflecting regional mandates (particularly
in Europe), multilateral and bilateral discussions, or
efforts at assistance in developing national programs.
However, as recognized by the European Network for
Cyber Security (ENISA), negotiating a multinational
agreement involving cyber security will be more diffi-
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cult due to different perspectives among States. These
differences include regulation of content, standards
of proof, the extent of extraterritorial investigation,
the scope of privacy and the restriction on economic
growth by limiting the control exercised by the pri-
vate sector over the Internet. The lack of common un-
derstanding and approaches between countries may
hamper international cooperation, the need for which
is acknowledged by all countries.

While national strategies may be led by govern-
ments, the development of information sharing, pol-
icy development, and risk management must be led
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by the private sector as they are the primary owners
and operators of our cyber systems. The Pricewater-
houseCoopers (PwC) 2018 Global State of Information
Security Survey of 9,000 business leaders from 122
countries reported that only 31 percent of boards par-
ticipate in the review of current security and privacy
risks, and only 44 percent are involved in setting over-
all security strategy. Cyber security requires a much
more cohesive approach to policy making and organi-
zational governance, not only within the government
but within the private sector as well. However, in or-
der for the private sector to understand its role in pro-
tecting the nation’s infrastructure, cyber strategy must
begin at the national level. Legal frameworks should
be based upon a principled national strategy that sets
a clear direction to establish and improve cybersecu-
rity for government, academia, research and develop-
ment, business enterprises, consumers, and the tech-
nology companies who serve those communities, and
society at large. This approach has been advanced by
Microsoft and supported by other multinational tech-
nology companies. National strategies should include
international standards such as ISO/IEC standards on
vulnerability and national standards such as the NIST
standards used in the United States, and individual
protections against privacy breaches, discriminatory
treatment, and Internet access.

Characteristics of National
Cybersecurity Strategies

Contrasting the cybersecurity strategies of the
United States, Asia, and the European Union reveals
the following common goals all of which are impor-
tant goals every strategy should include: (1) develop
cyber defense policies and capabilities; (2) achieve cy-
ber resilience; (3) reduce cybercrime; (4) support in-
dustry on cybersecurity; (5) secure critical informa-
tion infrastructures; (6) develop the industrial and
technological resources for cybersecurity; and (7) con-
tribute to the establishment of an international cyber-
space policy. The recognition that the private sector
plays an overriding role in cyber security has created
a provision in some recent strategies for incentives for
the private sector to invest in security measures.

The level of maturity of national cybersecurity
strategies varies widely with some States having de-
veloped more sophisticated cybersecurity governance
structures, while others are still in the planning phases
without metrics, standards or methodologies for as-
sessing their efficiencies. Moreover, most strategies do
not include what they consider to be a serious threat
that might amount to cyber warfare or a terrorist at-

tack, or how existing strategies can cope with rapidly
changing threat dynamics. Nor do national strategies
discuss the policies or legislation that is needed to ad-
dress and prevent these attacks. For instance, South
Africa’s National Cybersecurity legal policy framework
acknowledges that the South African Cybersecurity le-
gal framework will not be a homogeneous document
but a collection of legislations, which when viewed
collectively will ensure that South African cyberspace
is secure.

Most strategies recognize the significant role
of the private sector in securing cyberspace and that
policies should be based on public-private partner-
ships, which may include business, civil society and
academia. However, they place variable emphasis on
this aspect and few clearly describe how public-private
partnerships are developed, who should be involved
in the partnership and how they will be managed and
controlled. In some state strategies it is merely a con-
cept, while in other strategies it is a key pillar.

I Selected Cyber Security Strategies

The EU Cybersecurity Act came into force on
27th June 2019. The Cybersecurity Act aims to achieve
a high level of cybersecurity and cyber resilience, and
to promote individuals’ trust in the EU digital single
market. The Cybersecurity Act aims to reinforce ENI-
SA’s role as the EU’s center of advice and expertise
with regard to cybersecurity matters and to facilitate
the development and implementation of EU policy
and law. The Act introduces a voluntary, centralized
cybersecurity certification framework, thereby avoid-
ing a splintered approach by Member States adopting
their own separate standards.

In the United States, strengthening cybersecu-
rity capabilities by bolstering cyber defence and cyber
deterrence are two of the country’s highest priorities.
The 2018 U.S. National Cyber Strategy promotes four
pillars: Defend the homeland by protecting networks,
systems, functions, and data; (2) Promote American
prosperity by nurturing a secure, thriving digital econ-
omy and fostering strong domestic innovation; (3)
Preserve peace and security by strengthening the abil-
ity of the United States — in concert with allies and
partners — to deter and, if necessary, punish those
who use cyber tools for malicious purposes; and (4)
Expand American influence abroad to extend the key
tenets of an open, interoperable, reliable, and secure
Internet.

The government in Japan has updated its strat-
egy every few years since the first one was released in
2013. The WannaCry ransomware attack in May 2017
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in Japan that infected 2,000 computers at 600 orga-
nizations may have increased the urgency for moving
forward with its new strategy. Japan’s newest strategy
published in 2018 aims to improve the cybersecurity
of Japanese critical infrastructure and encourage Japa-
nese businesses to pursue cybersecurity best practices,
both of which will help Japan's economic growth and
innovation. A focus on improving cybersecurity in the
private sector is central to the new strategy.

In December 2016 the Cyberspace Administra-
tion of China (CAC) released its National Cybersecu-
rity Strategy which illustrates and reaffirms China’s
main positions on cyberspace development and se-
curity. The Strategy aims to build China into a cyber
power while promoting an orderly, secure, and open
cyberspace and safeguarding national sovereignty.
The Strategy addresses cybersecurity as “the nation’s
new territory for sovereignty” and marks a new step in
streamlining cyber control. Its major objectives are in
alignment with the key cyber strategies of other coun-
tries including the protection of national security, de-
fending cyberspace sovereignty, protecting critical in-
frastructure, fighting cybercrime, and strengthening
international cooperation.

I International Strategies

It is not sufficient today to just focus on national
strategies. If we are to defeat the global threats of cy-
bercrime, cyber terrorism and economic espionage we
must have global partners to assist in combatting and
responding to these threats. Though national strate-
gies are evolving rapidly, and many stress the impor-

tance of the international dimension of cybersecu-
rity and the need for better alliances and partnerships
with likeminded countries or allies, including capac-
ity building of less developed countries, clearly articu-
lated international strategies for cyberspace are still in
the early stages of development.

Partnerships already exist with many interna-
tional organizations on cyber infrastructure and secu-
rity-including the International Criminal Police Orga-
nization ( INTERPOL), the United Nations, the G-8
alliance, NATO, the Council of Europe, the Asia-Pa-
cific Economic Cooperation forum, the Organization
for Economic Cooperation and Development (OECD),
the International Telecommunications Union (ITU),
the European Council on Cybercrime, and the In-
ternational Organization for Standardization (ISO).
The Group of Eight (G-8) and private groups such as
the Internet Alliance have issued guidelines aimed
at making voluntary cooperation more effective. Al-
though these groups recognize that international co-
operation is essential, they have yet to accept that an
international treaty establishing legally mandated
standards and obligations should be negotiated.

As argued by scholars and policymakers there ex-
ists a strong case for a legally mandated, international
regime to advance agreement on codes of conduct,
norms, and international treaties. Some scholars
have suggested the establishment of an international
agency, modeled along the lines of specialized United
Nations agencies, to prepare and promulgate— on the
basis of advice from nonpolitical experts—standards
and recommended practices to enhance the effective-
ness of protective and investigative measures.

SUMMARY
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Nations depend on cyberspace for the gath-
ering of national intelligence, increasing corpo-
rate competitiveness, improving the economy
and the quality of life of all its citizens. Thus,
reducing the risks of cyberspace is critical to a
nation’s prosperity. Conflicting goals and chal-
lenges have emerged from the overlapping in-
terests and responsibilities of the various actors
in cyberspace. The resulting triumvirate of na-
tional interests, privacy and global competitive-
ness is now far more complex than each of the
individual issues and dominates much of the
discourse about cybersecurity. Prioritizing these
interests creates conflicts that result in compet-
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ing concerns that cannot be easily reconciled. It
also raises the importance of the need for collab-
oration and partnering to resolve universal prob-
lems and the need for better national intelli-
gence and defense. A global legal framework that
balances national and private interests would
enhance confidence and improve legal certainty
in the global electronic marketplace. As na-
tional cybersecurity strategies continue to evolve
it will be essential to identify the commonalities
among these strategies so that a model for har-
monizing the shared interests of all nations in a
peaceful and secure world can be developed and
implemented.
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